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Whoami

Vincent LE TOUX

https://www.pingcastle.com / 
@mysmartlogon

• Management (Architect, Blue team, CISO)

• Former AD Newbie (not an admin)

• Write code (GIDS applet, OpenPGP card 
driver, OpenSC, mimikatz, PingCastle, …)

• Now Speaker (blackhat, bluehat, troopers, 
hackinParis, first, …)

https://www.pingcastle.com/


So you want to impress Jean-Luc?

Jean-Luc (it’s so French) is your 
manager

He somewhat knows that AD is 
important for security (because he 
types his password to log on)

But as a manager, he has 100+ 
subjects to cover

You’re the security guy: fix it 
without additional budget!



But…

What happens when you talk security in general

Mimikatz extract 
password in clear text.
You can build golden 
ticket with krbtgt hash.

You need to fix the 
Active Directory before 
a new NotPetya !



THE BASICS
BECAUSE JEAN-PIERRE ASKS FOR « BASIC » QUESTIONS



Where is the 101 AD course?

GeneralFocused

Framework

Tools

I just wanted to answer the stupid question 
« How much domains do I have ? »



Starting with simple questions:
How much users do I have in my domain?

versus

Fast (2 minutes), but require RSAT

Slow (> 40 minutes), but no prerequisite



Starting with simple questions:
How much domains are connected?

Get-ADTrust or netdom => Requires RSAT

PowerView => part of Empire

Trust dialog => requires RSAT

The 2 top pages of google search for « list active directory trust » return inapplicable links

Need the Admin!
(but he has other things
to do)



Goal: provide a global overview

Objective:

Build a AD map and 
identify the major 
vulnerabilities

Inspired from:

Previous audit (ex: ADSA, 
…) + best practices

Idea: 

Bind each problem to the 
team accountable for it



Powershell: Challenge of a scripting 
language

Easy to modify

But

Hard to debug (remotely)

Output: NULL / an object / an 
array

Enumerate group when a 
member is a FSP

Few expertise locally



And as a consequence so many versions

# history:

# 2015-07 proof of concept 
made after the AD security 
workshop

# 2015-09 bug fixing & 
adaptation for GSIT

# 2015-10 first POC after 
adaptation made

# 2015-11 POC finalization 
after comments from 
corporate security

About 6 months of trial & error process before getting

something stable

Feedback from AD expert 

« challenging »

(a newbie coming to them)

Difficulties to share technical

information vs KPI



Demo



IT’S HARD TO FIX THINGS
BECAUSE THERE IS NO MAGIC



102: the Vulnerability scanner

Scan systems and 
report 
vulnerabilities

Run every 
month/quarter

Provide list of fixes 
to apply

Forward to the admin, 
Right ?



Testing if the problem has been fixed

Because you 
don’t want to 
wait for 1 month

Require Linux, 
admin right, or 
mixed 
environment

And …

Not 100% reliable 

https://sensepost.com/blog/2018/a-new-look-at-null-sessions-and-user-enumeration/
https://www.adampalmer.me/iodigitalsec/2013/08/10/windows-null-session-enumeration/

https://sensepost.com/blog/2018/a-new-look-at-null-sessions-and-user-enumeration/
https://www.adampalmer.me/iodigitalsec/2013/08/10/windows-null-session-enumeration/


Real null session enumeration

MS-SAMR

Well known null session

Aka: connect and 
enumerate users with the 
user named « »

MS-LSAT

« Just » translate SID from 
« S-1-5-2345-34876-345-
500 » to « administrator »

Then S-1-5-2345-34876-345-501
Then S-1-5-2345-34876-345-502
Then S-1-5-2345-34876-345-503
…



« Secret » Root causes

Windows 2003 DC installed 15 
years ago Sharepoint SPN missing (*)

You can modify the AD 
behavior with the special 
attribute dSHeuristics

Not obvious. How can you be 100% sure  of a remediation?



IMPRESS THE AD GUY
BECAUSE THE AD GUY WILL DO 80% OF THE JOB 
AND YOU DID A BAD JOB WILL VULNERABILITIES



Detect unpatched computers

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/63abf97c-0d09-47e2-88d6-6bfa552949a5

Without any authentication!

net time \\domaincontroller1.corp.local

With normal authentication

No public Windows Update info.
But if a server is unpatched, it is
not rebooted for a while …

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/63abf97c-0d09-47e2-88d6-6bfa552949a5


Trust creation time / is active

whenCreated=trust 
creation

If whenChanged + 30 
days < today, then trust 
is inactive



Meta « data » 1/2

Help to answer many 
questions

Retrieved by ldp.exe or 
ADSIEdit with 
computed attributes 
(not ADExplorer)

https://github.com/vletoux/ADSecrets/blob/master/AttdIDToAttribute

unicodePwd

https://github.com/vletoux/ADSecrets/blob/master/AttdIDToAttribute


Meta « data » 2/2

Answer question such as: Number of time the krbtgt password has 
been changed and when is the last time (reset clears pwdlastset)

See MS-ADTS 3.1.1.2.1 Schema NC:
Last time the schema has been changed

Number of changes since the creation of the forest

Backup time & strategy via 
dSASignature



Demo

Enumerate users of the bastion

Check if Sysmon / AV is installed
https://github.com/vletoux/TestAntivirus/blob/
master/testAV.ps1

https://github.com/vletoux/TestAntivirus/blob/master/testAV.ps1


LESSONS LEARNED DEALING 
WITH « MANAGEMENT »



Management ❤ simplicity

Make Actions

Simple enough

To be understood

By the Management



Do not waste the management’s energy

The more domains… the more
you discover

Tieredness if the discovery is too 
slow

Published research on AD 
discovery (up to a depth of 5 
levels)

https://www.bluehatil.com/2018/files/Active%20Directory%20
What%20Can%20Make%20Your%20Million%20Dollar%20SIEM
%20Go%20Blind.pdf



READY?
HOW TO IMPRESS YOUR MANAGEMENT?



1. Ask to run PingCastle

Ask Jean-Luc

To make ALL AD Owner run 
PingCaslte ONCE this quarter

To evaluate the budget for NEXT 
YEAR

And it costs no money



2. PingCastle Magic



3. Explain to the lower management

Happy Jean-Luc Angry Jean-Luc



4. Go back to Jean-Luc

Thanks to Jean-Luc’s decision:

There is a NEW security indicator

Jean-Luc can demonstrate to its management that the security subject 
is his own

Jean-Luc can demonstrate measurable results … and get budget to get 
faster, or make its management accountable



This is called « maturity »

Mix management & technical topics by calling « maturity »

Inspired from CMMI (from Carnegie Mellon which designed also 
CERT)



Full PingCastle methodology

https://www.pingcastle.com/methodology/



CONCLUSION



PingCastle do not stop mimikatz

Vendors are selling big houses … without any 
foundation. As a consequence, it collapses.
You got no mimikatz detection!

PingCastle focuses on building the 
foundation. Then, it’s up to you to build the 
mimikatz detection you want.

No more excuse, just run PingCastle as Jean-
Luc ordered

https://www.pingcastle.com/download

PingCastle’s responsibility

Your responsibility


